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Abstract. The aim of the study was to examine the tools and technologies 
used in the educational programmes of leading technical universities in 
Ukraine to train future IT specialists. The research methodology included a 
survey of 312 students and 28 lecturers, an analysis of digital platforms and 
technologies, as well as a comparative analysis of the effectiveness of the 
tools used to develop the professional competence of future IT specialists in 
the context of sustainable development. The study examined the impact of 
modern digital technologies on the development of professional competence 
of future IT specialists. The active use of platforms such as GitHub, Moodle, 
Cisco Networking Academy, and cloud tools confirmed a positive impact 
on the development of practical skills and critical thinking. The study found 
that 89 students recognised these technologies as effective for professional 
growth. More than 176 respondents participated in projects that incorporate 
the principles of sustainable development, indicating the integration of 
environmental and ethical aspects into the learning process. In addition, 
167 students noted the effectiveness of online courses on the Coursera and 
edX platforms for in-depth study of the material, which increases their 
competitiveness. Analysis of the results showed that services such as GitHub, 
Docker, AWS Educate, and Cisco Networking Academy play a key role in 
shaping practical, project-oriented skills. On the other hand, learning 
management tools such as Moodle and Microsoft Teams have a different 
functional purpose and are used primarily for communication, learning 
material management, and educational environment support, rather than 
for developing applied technical competencies. The practical significance 
of this work is that it can be used by lecturers, educational institutions, and 
curriculum developers to improve the training of IT specialists by integrating 
modern digital tools and technologies into the learning process, taking into 
account the principles of sustainable development

Keywords: educational process; training of specialists; innovative 
technologies; programming process; practical skills

INTRODUCTION
The relevance of the research topic was determined by 
transformational processes in education and the growing 
requirements for the content and forms of organisation of 
professional training. Contemporary changes in the high-
er education system include the integration of new digital 
technologies, the modernisation of teaching methods, and 
the renewal of approaches to training specialists in Field 
F “Information Technologies” (in particular areas F1-F7, 

among which F1/121 “Software Engineering” is of particu-
lar importance). This creates the need to develop future IT 
specialists’ ability to work with modern information sys-
tems, apply data analytics, and design and implement inno-
vative technological solutions that meet the current needs 
of the IT sector. However, at the present stage of education-
al science development, there is still a lack of systematic 
research into how innovative educational technologies can 
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implementation of cloud information systems, emphasising 
the need for close cooperation between higher education 
institutions and IT companies. The authors demonstrated 
that this format of education makes it possible to align the 
content of academic training with current labour market 
requirements, while simultaneously developing students’ 
practical skills that enhance their competitiveness. Par-
ticular attention was paid to the introduction of modern 
cloud technologies into the educational process as a means 
of developing digital competencies. F.  Fraile  et al.  (2023) 
developed a comprehensive methodological framework for 
creating personalised learning programmes aimed at up-
skilling the workforce within the context of the Industry 
5.0 concept. In particular, Industry 5.0 focuses on integrat-
ing humans into processes of automation and robotisation, 
with an emphasis on collaboration between people and 
technologies in order to achieve sustainable development 
and the personalisation of production processes. In their 
study, the authors highlighted the importance of taking 
into account individual needs and levels of prior training, 
which makes it possible to achieve greater effectiveness in 
learning and in the development of relevant IT competen-
cies. The proposed model considers adaptability, flexibility 
and digital transformation as key factors of contemporary 
education for specialists working in a dynamic, technolo-
gy-oriented environment.

Despite these significant findings, existing research 
does not sufficiently address the integration of emotional 
intelligence, social interaction and interdisciplinarity in the 
training of IT specialists. In addition, the long-term im-
pact of the proposed models on graduates’ adaptation to 
dynamic changes in the digital labour market has been an-
alysed only to a limited extent. Moreover, despite the afore-
mentioned studies, there remains insufficient investigation 
into how the integration of sustainable development prin-
ciples influences the content and structure of educational 
programmes for IT specialities. Furthermore, the pedagog-
ical conditions under which digital learning technologies 
effectively contribute to the development of professional 
competence with due regard to environmental and social 
responsibility remain underexplored. The aim of the study 
was to identify contemporary educational technologies that 
contribute to the development of the professional compe-
tence of future IT specialists in the context of sustainable 
development. The objectives of the study were to analyse 
digital platforms and tools used in the training of future 
IT specialists; to determine the impact of educational tech-
nologies on the development of professional competence 
in the context of sustainable development among future IT 
specialists; and to formulate recommendations for the de-
velopment of professional competence of future IT special-
ists in the context of sustainable development.

MATERIALS AND METHODS
The study involved 312 students and 28 lecturers from 
five higher education institutions that offered training 
for specialists in the Bachelor’s Programme in Computer  

be integrated into the training of IT specialists specifically 
with regard to the principles of sustainable development. 
The absence of clearly defined methodological approaches 
to combining professional training with the ideas of sus-
tainability hinders the holistic development of such qual-
ities among students as environmental awareness, social 
responsibility, critical thinking, and the ability for interdis-
ciplinary interaction. In addition, there was a shortage of 
empirical studies that would make it possible to substan-
tiate the effectiveness of particular didactic models, digital 
platforms, or project-based learning methods in the devel-
opment of sustainable professional competencies.

A number of researchers have examined various as-
pects of training future IT specialists. In particular, Y. Try-
us & I. Herasymenko (2021) analysed approaches, models, 
methods and tools for training future IT specialists using 
elements of dual education. They demonstrated the effec-
tiveness of combining academic learning with practical 
experience, which contributes to better adaptation of stu-
dents to the needs of the IT market. M. Váraljai et al. (2024) 
explored the possibilities of shaping students’ thinking 
through the implementation of innovative IT tools and 
project management technologies in higher education. The 
authors substantiated the need for flexible digital solutions 
that ensure the adaptability of the learning process to con-
temporary requirements. V. Yunchyk et al. (2021) proposed 
a cognitive model of the IT specialist training process that 
takes into account the specific features of students’ percep-
tion and information processing. The model made it pos-
sible to formalise educational activities and adapt curricula 
to the cognitive characteristics of learners. L. Pavlenko & 
M. Pavlenko  (2024) examined augmented reality tools as 
a component of a modern educational environment for IT 
specialists. The researchers demonstrated that AR tech-
nologies significantly enhance the visualisation of abstract 
concepts and contribute to deeper learning. A practice-ori-
ented approach to training IT students through the use of 
virtual reality in the field of programmable logic control-
lers was proposed by K. Kubola et al. (2022). They showed 
that VR tools make it possible to create a safe, cost-effective 
and realistic environment for practising technical skills. 
O. Markova & M. Marienko (2021) investigated the use of 
cloud-based workshops in the training of future IT special-
ists, confirming that such workshops enhance flexibility, 
accessibility and students’ technological literacy. O. Karu-
pu et al. (2021) proposed a model for developing the pro-
fessional skills of future aviation and IT specialists based 
on practical mathematical training with the use of informa-
tion technologies. Their research confirmed a close link be-
tween a strong technical foundation and the IT competence 
of students. In addition, T. Kovaliuk et al. (2020) applied an 
ontological approach to the development and accreditation 
of educational programmes for training IT specialists in 
Ukraine, substantiating the advantages of structured knowl-
edge representation for improving the quality of education.

O.  Kopishynska  et al.  (2020) substantiated pro-
fessionally oriented training of specialists through the  
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Science (n.d.) and the Bachelor’s Programme in Software 
Engineering  (2020). The inclusion criteria for students 
were: studying in the 3rd or 4th year of a bachelor’s degree 
or in a master’s degree programme, active participation in 
educational projects, and use of modern IT platforms in 
learning. The inclusion criteria for lecturers were teaching 
core IT-related disciplines, experience in implementing 
digital educational technologies, and participation in the 
implementation of sustainable development programmes. 
First-year students, as well as those who had no experi-
ence with project-based learning or did not use the speci-
fied digital tools in the educational process, were excluded 
from the sample. Lecturers whose activities were limited 
exclusively to theoretical courses without the application 
of innovative technologies were also excluded. The study 
was empirical in nature with elements of applied analysis 
and was conducted between 2021 and 2024. The main ob-
jective was to examine the effectiveness of modern educa-
tional technologies in developing the professional compe-
tence of future IT specialists in the context of sustainable 
developmentt.

Data were collected using the Google Forms (2024) in 
an online format through a questionnaire administered to 
students of the “Computer Science” and “Software Engi-
neering” specialities at five leading technical universities: 

the National Technical University of Ukraine “Igor Sikor-
sky Kyiv Polytechnic Institute”, Kharkiv National Universi-
ty of Radio Electronics, Lviv Polytechnic National Univer-
sity, Oles Honchar Dnipro National University, and Odesa 
Polytechnic National University. These higher education 
institutions were selected due to their high level of academ-
ic training in the field of information technology, the avail-
ability of modern digital infrastructure, active participation 
in international projects and sustainable development ini-
tiatives, and the implementation of innovative teaching ap-
proaches. In addition, an analysis of digital platforms and 
tools was conducted, including programming languages 
(Python, Java, C++), the React library, frameworks (An-
gular, Django), and tools such as Jenkins and Kubernetes, 
which were used in teaching courses in programming, in-
formation security, databases, web development and Dev-
Ops. The study also drew on the results of students’ pro-
ject activities, which involved the creation of IT products 
that took into account the principles of sustainable devel-
opment, such as energy efficiency, environmental safety, 
social orientation, inclusivity and the responsible use of 
digital resources. The questionnaire was aimed at assessing 
the use of educational technologies and the development of 
professional competence in the context of sustainable de-
velopment (Table 1).

No. Question Answer

1 Educational institution

a) National Technical University of Ukraine  
“Igor Sikorsky Kyiv Polytechnic Institute”;
b) Kharkiv National University of Radio Electronics;
c) Lviv Polytechnic National University;
d) Oles Honchar Dnipro National University;
e) Odesа Polytechnic National University

2 Year of study
a) 3rd year of Bachelor’s degree;
b) 4th year of Bachelor’s degree;
c) 1st year of Master’s degree;
d) 2nd year of Master’s degree

3 Which platforms did you use during your studies? (may 
select more than one)

a) Moodle;
b) Google Classroom;
c) Microsoft Teams;
d) Coursera/edX;
e) GitHub;
f) Docker;
g) AWS Educate;
h) Cisco Networking Academy;
i) Other

4 How effectively did these platforms contribute to the 
acquisition of professional skills?

a) Very effective;
b) Rather effective;
c) Neutral;
d) Rather ineffective;
e) Completely ineffective

5
Did you participate in projects related to the principles 

of sustainable development (energy efficiency, inclusivity, 
digital ethics, etc.)?

a) Yes;
b) No

6 How often were practical tasks with real-life cases used 
during your studies?

a) Constantly;
b) Often;
c) Sometimes;
d) Rarely;
e) Never

Table 1. The study’s questionnaire
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Descriptive statistics were used for the analysis to ex-
amine the frequency of use of technologies such as GitHub, 
Docker, Jira, Moodle, Google Classroom, Microsoft Teams, 
as well as AWS Educate and Cisco Networking Academy 
virtual labs. A comparative analysis of the effectiveness 
of these tools in the learning process was carried out by 
evaluating the results of student projects and participants’ 
self-reports on the level of professional skills acquisition. In 
addition, an expert survey was conducted among lecturers 
who actively implemented modern teaching technologies, 
including simulation environments, Coursera and edX on-
line certification courses, gamification through Codewars, 
and the integration of CI/CD environments for DevOps 
practice. This made it possible to determine which tech-
nologies contributed to the formation of key professional 
competencies, such as working with cloud services, process 
automation, team development, and adapting projects to 
environmental and social challenges. The questionnaire in-
cluded the following questions:

1.  What specific digital technologies have you im-
plemented in your educational practice over the past two 
years?

2. How do you assess the effectiveness of using simula-
tion environments in training IT specialists?

3. Have your students taken online certification cours-
es (e.g., Cisco, AWS, Coursera)? What were the results?

4.  What advantages and limitations did you observe 
when implementing these tools in the learning process?

5. How has the use of digital platforms influenced the 
development of critical thinking, teamwork, and project 
activities among students?

6. Were the principles of sustainable development tak-
en into account when developing or selecting educational 
projects and technologies? If so, how exactly?

7. What changes do you consider necessary for the fur-
ther improvement of the digital training of future IT spe-
cialists?

8. How do you assess the level of digital competence 
of your colleagues and students in the context of the new 
challenges of higher education?

In addition, contemporary educational approaches 
were characterised, in particular the use of gamification, the 
updating of educational programmes to take into account 
the challenges of digitalisation, the introduction of virtual 
internships, and the role of organisational culture in shap-
ing the professional identity of future IT specialists. The 
research was conducted in accordance with the provisions 

of the American Sociological Association’s (1997). Ethical 
standards and principles of confidentiality were observed.

RESULTS
Analysis of digital platforms and tools 
in the training of future IT specialists
In the field of F “Information Technology” and F1-F7, the 
main aspects of popular technologies and platforms such 
as Python, Java, C++, and web development frameworks, 
including React, Angular, and Django, were studied. Py-
thon was studied as a universal programming tool, par-
ticularly in the fields of data analysis, machine learning, 
and web application development, due to its simplicity and 
numerous libraries that simplify software development. 
However, while studying Python, it was noted that one of 
its limitations is its slower execution speed compared to 
other languages such as C++. Java was studied as a lan-
guage for creating scalable enterprise solutions, particular-
ly in the financial and banking sectors, but its complexity 
for beginners was also noted as one of its drawbacks. The 
study of C++ covered its use for developing high-perfor-
mance applications where execution speed is a critical fac-
tor. In addition, programming with React, Angular, and 
Django frameworks was included for developing modern 
web applications, with an emphasis on their effectiveness 
in creating interactive and dynamic user interfaces. Oth-
er important tools are DevOps platforms, including Jen-
kins, Docker, and Kubernetes. Using these tools allows for 
the automation of software deployment processes, which 
is important for modern development methods such as 
Continuous Integration (CI) and Continuous Delivery 
(CD). One of the main advantages is the simplification of 
environment management and improved development ef-
ficiency. However, significant technical training is required 
to use these tools effectively. Technologies for ensuring in-
formation security, such as encryption, firewalls, authen-
tication systems, and security protocols such as HTTPS 
and SSL, are also widely used in educational programmes. 
These technologies are necessary to ensure data protection 
and combat cyber threats. However, their implementa-
tion requires a deep understanding of security theory and 
technical expertise, which can be challenging for students 
without relevant experience.

In particular, digital technologies such as Moodle allow 
for convenient course organisation, assignment delivery, 
and student performance monitoring. Teams and Goog-
le Classroom are used for interactive communication  

No. Question Answer

7
Assess your level of preparedness for working in an IT 

speciality after completing the training courses (on a scale 
from 1 to 5)

a) 1 – Very low;
b) 2 – Low;
c) 3 – Average;
d) 4 – High;
e) 5 – Very high

8 Which digital tools do you think have contributed most to 
your professional development? (open-ended question)

Table 1. Continued

Source: compiled by the author
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between students and lecturers, organising video confer-
ences and collaborating on projects. During project activ-
ities, students create IT products, taking into account the 
principles of sustainable development, such as energy ef-
ficiency, environmental safety and social orientation. For 
example, students develop web applications using green 
technology principles that reduce energy consumption, or 
create inclusive solutions accessible to people with disabil-
ities. This prepares future IT professionals for real-world 
market conditions and promotes the implementation of 
sustainable development principles in the IT industry. 
Despite the many positive aspects, there are also draw-
backs, in particular the need to update teaching materials 
and incorporate the latest tools. Lecturers and students 
often face difficulties in adapting to rapid changes in tech-
nology, which requires constant updating of curricula and 
resources. Thus, it is important to continue integrating the 
latest international practices and to provide universities 

with the necessary infrastructural and technical resources 
for the implementation of innovative teaching methods.

The impact of educational technologies on the formation 
of professional competence of future IT specialists in the 
context of sustainable development
The study revealed differences in the level of use of digital 
educational technologies among students of technical spe-
cialities. Analysis of the responses received made it possi-
ble to identify the main digital platforms and tools most 
frequently used during the learning process, as well as to 
assess their impact on the development of students’ profes-
sional competence. A significant proportion of participants 
noted the effectiveness of digital platforms in mastering 
the course material and confirmed their participation in 
project activities that integrate the principles of sustainable 
development. Table 2 presents the summarised quantitative 
results of the survey.

Question Answer options Number of people

Educational institution

National Technical University of Ukraine  
“Igor Sikorsky Kyiv Polytechnic Institute” 75

Kharkiv National University of Radio Electronics 64
Lviv Polytechnic National University 61

Oles Honchar Dnipro National University 58
Odesа Polytechnic National University 54

Year of study

3rd year of Bachelor’s degree 118
4th year of Bachelor’s degree 95
1st year of Master’s degree 62
2nd year of Master’s degree 37

Which platforms did you use during your 
studies? (may select more than one)

Moodle 245
Google Classroom 212
Microsoft Teams 185
Coursera / edX 167

GitHub 203
Docker 129

AWS Educate 91
Cisco Networking Academy 114

Other 48

How effectively did these platforms 
contribute to the acquisition of professional 

skills?

Very effective 89
Rather effective 142

Neutral 48
Rather ineffective 23

Completely ineffective 10
Did you participate in projects related to the 

principles of sustainable development?
Yes 176
No 136

How often were practical tasks with real-life 
cases used during your studies?

Constantly 72
Often 125

Sometimes 74
Rarely 32
Never 9

Assess your level of preparedness for 
working in an IT speciality after completing 
the training courses (on a scale from 1 to 5)

1 – Very low 5
2 – Low 17

3 – Average 83
4 – High 128

5 – Very high 79

Table 2. Results of the assessment of the use of digital technologies  
and the formation of professional competence in the context of sustainable development

Source: compiled by the author
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The data obtained from the survey indicates the wide-
spread implementation of digital educational platforms in 
the training process for students. Respondents most often 
cited the use of the Moodle platform (78.5%), which is ex-
plained by its versatility, integration into university cours-
es, the ability to organise feedback and effective knowledge 
control. A significant percentage of students also noted 
Google Classroom (67.9%) as a convenient tool for com-
munication, access to learning materials, and assessment. 
This indicates a combination of formal and cloud-based 
learning environments. Equally important was the wide-
spread use of GitHub (65%), which indicates an emphasis 
in training programmes on teamwork, version control, and 
a portfolio approach to project activities. Microsoft Teams, 
chosen by 59.3% of respondents, indicates the active im-
plementation of integrated solutions for distance and hy-
brid learning, particularly in the context of pandemic re-
strictions. It is important to note that more than half of the 
students (53.5%) used Coursera or edX, demonstrating an 
interest in acquiring additional knowledge outside of uni-
versity programmes and a willingness to engage in self-ed-
ucation in a globalised educational environment. Partic-
ipation in massive open online courses is an indicator of 
students’ desire to expand their competence and focus on 
interdisciplinarity. Specialised platforms and environments 
focused on engineering and professional practices consti-
tute a separate category: Docker (41.3%) indicates familiar-
ity with containerisation as part of the DevOps approach, 
while Cisco Networking Academy (36.5%) indicates that 
some students are focused on studying computer networks, 
information security, and certification programmes. The 
AWS Educate** platform, used by 29.2% of respondents, 
demonstrates the integration of cloud services into the 
learning process, which is in line with current trends in IT 
specialist training. An assessment of the effectiveness of 
these digital platforms showed that 74% of students con-
sider them to be at least effective in acquiring professional 
skills (28.5% – “very effective”, 45.5% – “rather effective”). 
Only 8% of respondents consider these tools ineffective 
(6.7%  – “rather ineffective” and 1.3%  – “completely inef-
fective”), which may indicate either shortcomings in the 
implementation of individual tools or an uneven level of 
digital literacy among students. At the same time, 17.9% 
of respondents took a neutral position, indicating the need 
for further analysis of the factors that influence subjective 
assessment of effectiveness.

An analysis of participation in projects related to the 
principles of sustainable development showed that 56.4% 
of students had such experience. This indicates the gradual 
introduction of value-oriented approaches in the profes-
sional training of IT specialists, in particular an emphasis 
on social responsibility, ethical use of digital resources, 
energy efficiency, inclusiveness and cybersecurity. Such 
integration of sustainable development principles into 
the educational process contributes to the formation of 
a holistic professional worldview among students who 
are capable of responding to the challenges of modern  

society. Regarding the use of practical tasks with real-life 
cases, over 63% of respondents indicated that such tasks are 
used constantly (25.6%) or frequently (37.5%). This is evi-
dence of the widespread implementation of project-based 
learning as a means of acquiring competencies closely re-
lated to the conditions of real production practice. Only 
13.5% of participants reported rare or no use of real-life 
cases, indicating a certain unevenness in the practical 
component in different curricula or disciplines. The final 
part of the closed-ended questions in the questionnaire in-
volved self-assessment of the level of readiness to work in 
the profession. Here, a high level of subjective confidence 
in one’s own knowledge and skills can be observed: 66.3% 
of respondents rated their readiness as “high” (41%) and 
“very high” (25.3%). Another 24.7% indicated an average 
level, which may indicate a need for further profession-
al support or additional practical experience. Only 9% of 
students rated their level of preparation as low or very low, 
which indicates the overall positive impact of educational 
programmes on the formation of readiness for profession-
al activity in the IT sphere.

Analysis of responses to the open-ended question 
“Which digital tools do you think have contributed most 
to your professional development?” revealed a wide range 
of digital tools that respondents believed had contributed 
most to their professional development. The most frequent-
ly mentioned tools were GitHub, Visual Studio Code, Fig-
ma, Docker, Jupyter Notebook, as well as cloud platforms 
such as AWS, Google Cloud Platform, and Firebase. Some 
students highlighted Notion and Trello as effective tools for 
planning, organising teamwork, and project management. 
A significant number of responses contained references to 
online courses and self-learning environments, including 
Coursera, edX, and Udemy, indicating the important role 
of informal learning in the formation of key digital com-
petencies. This also confirms the trend towards the indi-
vidualisation of educational trajectories and a high level of 
self-organisation among students. Respondents’ answers 
also mentioned specialised tools such as Postman (API 
testing), Kubernetes (container orchestration), TensorFlow 
and PyTorch (artificial intelligence and machine learn-
ing), which indicates the depth of student engagement in 
modern IT development fields. Several students noted the 
importance of integrated development environments such 
as IntelliJ IDEA, PyCharm, Eclipse, as well as the use of 
GitLab CI/CD for automating application deployment and 
version control, which was particularly valued in project or 
course programming.

The survey results show a high level of use of digital 
platforms in the learning process, which correlates with an 
increase in the effectiveness of professional knowledge ac-
quisition. Analysis of open-ended responses showed that 
students use a wide range of digital tools not only as part 
of the learning process, but also for self-education and 
practical professional growth. Most of them prefer tools 
that allow them to implement the full cycle of project ac-
tivities: from development, testing and documentation to 
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automation, teamwork and presentation of results. This 
indicates a high level of student motivation to master the 
digital environment and a desire for adaptive professional 
development. The results of a comparative analysis of the 
effectiveness of digital tools in the learning process showed 

that the use of GitHub, Docker, Cisco Packet Tracer, and 
AWS has a positive impact on the level of acquisition of 
practical skills related to software development, contain-
erisation, infrastructure management, cloud services, and 
network configurations (Table 3).

Digital tool Main purpose Level of use 
by students

Effectiveness assessment 
(based on project results 

and self-reports)
Characteristics

Moodle Learning Management 
System (LMS) High Moderate effectiveness in 

theoretical training

Convenient for organising the learning 
process, but limited in terms of developing 

practical skills

Google 
Classroom

LMS for lecturer-student 
interaction High Moderate effectiveness

Facilitates communication and access to 
materials, but is not focused on practical IT 

tasks

Microsoft 
Teams

Platform for 
collaboration and video 

conferencing
High Average effectiveness Useful for team interaction, but limited in 

terms of professional training

GitHub Service for developing, 
storing, and sharing code High High effectiveness

Develops skills in team development, 
version control, and collaborative work on 

program code

Docker
Platform for deploying 

containerised 
applications

Average High effectiveness
Promotes practical understanding of 

DevOps principles, software deployment 
and testing

AWS Educate
Virtual environment 

for learning cloud 
technologies

Low High effectiveness in narrow 
specialisation

Develops practical skills in working with 
cloud infrastructures, but requires technical 

training
Cisco 

Networking 
Academy

Educational platform 
for studying computer 

networks
Average High effectiveness Provides in-depth knowledge of network 

technologies, actively used for certification

Jira Project management tool Low Average effectiveness Useful for learning Agile methodologies, 
but requires coordination of teamwork

Table 3. Comparative characteristics of digital tools in the training of future IT specialists

Source: compiled by the author

Students who used these environments in their pro-
ject work demonstrated high performance in terms of 
practical training, independence, technical literacy, and 
the ability to solve applied problems. These results are 
also confirmed by the content of self-reports, in which 
respondents noted that working with these platforms 
contributed to a deeper understanding of technological 
processes close to the real production environment, in-
creased confidence in their professional competencies, 
and increased motivation to learn. At the same time, tra-
ditional educational platforms, such as Moodle, Google 
Classroom, and Microsoft Teams, played an important 

role in organising the learning process, ensuring commu-
nication between lecturers and students, and providing 
access to learning materials and assignments. However, 
their impact on the development of practical skills could 
be limited, so students used other tools as well. Although 
traditional platforms provide the organisational compo-
nent of the educational process, the use of specialised 
simulation and production-oriented digital environments 
is necessary for the formation of deep professional com-
petencies. The collected data helped to analyse current 
trends and identify opportunities for further improve-
ment of the learning process (Table 4).

Table 4. Summary of interviews with lecturers on the use of digital technologies in training IT specialists
Question Key responses Number of mentions

What specific digital technologies have you 
implemented in your educational practice 

over the past two years? (may select 
multiple options)

Moodle 20
Microsoft Teams 18
GitHub, Docker 22

Cisco Packet Tracer 11
AWS 14
Miro 9
Zoom 5
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The analysis of interviews revealed that lecturers ac-
tively implement various digital tools, including both tra-
ditional learning management platforms and specialised 
environments that simulate professional situations. This 
demonstrates a desire to integrate the learning process with 
practice that is close to the real IT environment. Lecturers 
consider the use of simulation environments to be an effec-
tive approach that allows students to develop not only tech-
nical but also analytical skills. These tools contribute to the 
formation of competencies that are relevant for solving ap-
plied problems in the field of IT. At the same time, some dif-
ficulties have been identified related to individual barriers 
for students in working with simulation tools. A significant 
proportion of lecturers note that online certification cours-
es have become an important addition to educational pro-
grammes, providing students with access to the latest knowl-
edge and increasing their competitiveness. This has also 
created additional opportunities for forming interdiscipli-
nary connections and independent mastery of the material.

Analysis of the responses showed that digital platforms 
generally have a positive impact on the development of 
critical thinking skills, teamwork, and the implementa-
tion of educational projects. At the same time, attention 

is drawn to existing limitations: uneven access to digital 
resources, platform overload, and the need for method-
ological support. The issue of integrating sustainable de-
velopment principles is considered through the prism of 
the content of educational projects: from environmental 
awareness to ethical use of data. Lecturers noted that sus-
tainable development topics are increasingly finding their 
way into technical education and require a rethinking of 
teaching methods. When assessing the digital competence 
of students and colleagues, most respondents noted posi-
tive dynamics, although they drew attention to the need for 
systematic development of digital skills at all levels. Among 
the strategic changes required by the system are infrastruc-
ture improvements, lecturers training, and the integration 
of digital resources into curricula, taking into account 
global challenges.

Recommendations for developing the professional
 competence of future IT specialists in the context 
of sustainable development
Based on the analysis of educational practice and current 
trends in the field of information technology, a set of rec-
ommendations for developing the professional competence 

Question Key responses Number of mentions

How would you assess the effectiveness of 
simulation environments in training IT 

specialists?

High effectiveness in developing practical 
skills, particularly in networking, security 
and DevOps; limitations include students’ 
level of technical preparation and unstable 

access to resources.

“High effectiveness” – 19

“Limited effectiveness” – 7

“Has limitations” – 2

Have your students taken online 
certification courses (e.g., Cisco, AWS, 

Coursera)? What were the results?

Yes, they are actively used (Cisco, 
Coursera, AWS, Google); this has led to 

improved skills, increased motivation and 
enhanced competitiveness.

Cisco – 18
Coursera – 20

AWS – 10
Google – 6

What advantages and limitations did you 
observe when implementing these tools in 

the learning process?

Advantages: flexibility, interactivity, access 
to global content; limitations: unstable 
internet connection, workload, digital 

inequality.

Advantages mentioned – 28

Limitations – 24

How has the use of digital platforms 
influenced the development of critical 

thinking, teamwork, and project activities 
among students?

The development of project-based 
thinking, critical analysis and collaboration 

was noted through the use of team 
platforms and joint work on case studies.

Critical thinking – 21

Teamwork – 23

Project-based activity – 25
Were the principles of sustainable 

development taken into account when 
developing or selecting educational 

projects and technologies? If so, how 
exactly?

Yes, within project topics (environmental 
IT solutions, inclusive interfaces, ethical 

programming); individual cases were 
integrated into training courses.

Yes – 17

Partially – 6

No – 5

What changes do you consider necessary 
for the further improvement of digital 

training for future IT specialists?

The need to improve lecturers’ digital 
competence, develop IT infrastructure, 
integrate certification programmes, and 

prepare open simulation-based case 
studies.

Improvement of digital skills – 22
Infrastructure – 18

Certifications – 12

How do you assess the level of digital 
competence of your colleagues and 
students in the context of the new 

challenges facing higher education?

Students: a high but fragmented level, 
requiring better structuring of knowledge. 
Colleagues: varying levels, with a need for 

professional development.

Students – “adequate” – 20

Colleagues – “mixed levels” – 24

Table 4. Continued

Source: compiled by the author
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of future IT specialists in the context of sustainable devel-
opment has been identified. In particular, modern IT com-
panies such as Microsoft, Google, IBM, Accenture and SAP 
place requirements on graduates that go beyond deep tech-
nical knowledge, including proficiency in programming 
languages, databases, cloud technologies and infrastructure 
management, and also emphasise the importance of critical 
thinking, teamwork and lifelong learning. They additional-
ly expect candidates to demonstrate ethical responsibility, 
problem-solving abilities and an understanding of the envi-
ronmental implications of technological activity. Require-
ments for professional training highlight, in particular, the 
need for knowledge in the areas of software development, 
infrastructure, IT service management and security as-
surance. The IEEE standard defines a body of knowledge 
and practices for software developers, covering the stages 
of development, testing, maintenance and improvement of 
products, which help to achieve high software quality. The 
ITIL standard defines methods of IT service management 
aimed at improving the efficiency and quality of services 
provided to users, including the implementation of best 
practices in incident, problem and change management, as 
well as service continuity management.

It is recommended to integrate the use of modern edu-
cational platforms into the training of IT specialists, such as 
Cisco Networking Academy, Microsoft Learn, IBM Skills-
Build and Google Cloud Skills Boost, which offer applied 
courses with an emphasis on the safe and ethical use of IT 
solutions. Particular attention should be paid to mastering 
tools for developing energy-efficient code, designing so-
cially oriented applications, and understanding the princi-
ples of “green” IT infrastructure. Innovative approaches in-
clude incorporating simulations of sustainable projects into 
curricula, analysing the software life cycle, developing envi-
ronmentally sensitive IT products, and using big data and 
artificial intelligence to address sustainable development 
challenges. All of these measures contribute to develop-
ing students’ systemic understanding of the role of IT in a 
sustainable future and ensure that specialist training meets 
the needs of the modern labour market. For Ukrainian uni-
versities seeking to enhance the training of future IT spe-
cialists in the context of sustainable development, it is im-
portant to take into account global educational trends and 
innovations. One of the key recommendations is the active 
adoption of international experience in the use of advanced 
educational technologies, such as artificial intelligence (AI) 
and gamification. Artificial intelligence, particularly in the 
context of personalised learning, can be implemented to 
create adaptive learning platforms that take into account 
individual students’ needs, levels of knowledge and learn-
ing styles. Examples include platforms such as Coursera 
and edX, which use AI algorithms to recommend cours-
es and analyse learner performance, adapting educational 
content accordingly.

Another recommendation is the integration of gam-
ification elements into educational programmes in or-
der to increase student motivation and engagement. An 

example of this approach is the use of platforms such as 
CodeCombat, which apply gamification to the learning of 
programming languages and foreign languages. Modern 
teaching methods that incorporate elements of gamifica-
tion provide students with opportunities to master cours-
es in an interactive and engaging format, where they can 
earn points, progress to higher levels and receive real-time 
feedback. For example, when learning programming, a 
student completes a series of practical tasks and receives 
virtual rewards for successful completion, which increas-
es learning motivation. At the same time, the training of 
future specialists in the field of information technology re-
quires updating the content of educational programmes by 
introducing new modules devoted to relevant topics such 
as cybersecurity, the ethics of artificial intelligence and big 
data analytics. This is particularly important in the context 
of rapid technological development and the growing need 
to ensure data security. For instance, a course on AI ethics 
may include the analysis of cases of algorithmic discrim-
ination and discussions of the principles of transparency 
and accountability in the development of automated solu-
tions. Such educational components help students not only 
to acquire technical knowledge but also to develop an un-
derstanding of the ethical, legal and social aspects of work-
ing with modern digital technologies.

In addition, the introduction of virtual internships as 
a form of professional training is becoming an important 
innovation in the educational process, allowing students to 
gain practical experience without leaving their educational 
institution or home. For example, a student specialising in 
“information systems” may participate in a virtual intern-
ship at an international software development company, 
performing real tasks through a specialised platform that 
ensures communication with mentors and monitoring of 
task completion. Such internships make it possible to be-
come familiar with the specifics of work in various IT fields, 
business and science, and to develop skills that are critical 
for a modern specialist, including self-organisation, criti-
cal thinking and effective teamwork. At the same time, a 
flexible schedule and the absence of the need for physical 
presence allow students to combine study with other activ-
ities. Moreover, virtual internships create opportunities for 
participation in international projects, thereby broadening 
students’ professional horizons.

An important component of effective training for IT 
specialists is also consideration of the role of organisation-
al culture in shaping their professional identity. Organi-
sational culture – the set of values, norms, traditions and 
styles of interaction within a collective  – contributes to 
awareness of one’s professional role, the formation of eth-
ical principles and the development of the ability to work 
effectively in a team. For example, when participating in 
a joint project within a company that supports openness 
and mutual assistance, a student learns not only to per-
form technical tasks but also to value shared responsibil-
ity, respect for colleagues and the importance of feedback. 
Through engagement in real tasks, the use of corporate 



28

Scientific Bulletin of Mukachevo State University. Series “Pedagogy and Psychology”, Vol.  12, No. 1

Pedagogy

standards, participation in training sessions and joint ini-
tiatives, young specialists are gradually integrated into the 
professional environment, which influences their readiness 
to make decisions, implement innovations and adapt to 
change. In this way, organisational culture becomes an in-
tegral factor in shaping a well-rounded professional who is 
capable not only of working with technologies but also of 
acting responsibly within social and professional contexts. 
To integrate these innovative approaches, universities can 
cooperate with international educational platforms, involve 
foreign experts in curriculum development, and adapt ad-
vanced teaching methodologies to the Ukrainian context. 
Drawing on international experience will enable Ukrainian 
universities not only to improve the quality of education 
but also to make the training of IT specialists more closely 
aligned with the requirements of the modern labour mar-
ket, which in turn will contribute to the country’s sustain-
able development and the integration of its economy into 
the global space.

DISCUSSION
The results of this study showed that the use of digital tech-
nologies, in particular cloud platforms, interactive learning 
management systems, and massive open online courses, 
can contribute to the development of professional com-
petence of future IT specialists. This approach ensures the 
accessibility of knowledge, flexibility in learning, and ad-
aptability to the individual educational needs of students. 
These conclusions are consistent with the results of the 
study by O. Popelo et al.  (2024), who pointed to a global 
trend towards the digitalisation of universities in the con-
text of sustainable development, where information tech-
nology is a key tool for the modernisation of education. 
This study found that IT students demonstrate high mo-
tivation to learn in a digital environment, especially when 
project-based learning elements are present. This correlates 
with the conclusions of M. Ramírez-Montoya et al. (2021) 
and H. Tin as (2022), who determined that future educa-
tional programmes should focus on the development of 
self-organisation, interdisciplinarity and emotional intelli-
gence skills, which can be achieved through the integration 
of innovative technologies. It is important to note that the 
effective use of educational technologies also promotes in-
clusiveness and consideration of different learning styles. 
The results of this study confirmed that students success-
fully assimilate material through multimedia content, 
simulations and visualisations. The same conclusions are 
reflected in the study by S. Rodríguez-Cano et al.  (2022), 
which states that learning support technologies have a pos-
itive impact on the ability of students with specific learn-
ing difficulties to achieve professional competence. This is 
partly consistent with the findings of S. Hyrynsalmi (2024), 
who emphasised the need to create favourable conditions 
for women returning to the IT sector, as this can signif-
icantly enrich the professional environment and increase 
innovation in the industry. This approach also fits in well 
with the concept proposed by M.  Mawardi  et al.  (2024) 

and Y. Meng et al. (2024), who studied the impact of digital 
technologies on the development of higher education. The 
researchers found that digital technologies improve the ac-
cessibility of education, increase the interactivity of learn-
ing, and contribute to the personalisation of the learning 
process for students.

An analysis of the effectiveness of massive open on-
line courses in programming education showed positive 
dynamics in the formation of professional skills such as 
problem solving, teamwork, and independent learning. 
This is confirmed by the results of a study by S. Sharov et 
al. (2021), which states that MOOCs are a promising form 
of training for IT specialists due to their flexibility, acces-
sibility, and adaptability to the needs of the labour market. 
Another result of this study is the identification of the need 
to update the content of educational programmes to take 
into account sustainable development and digital transfor-
mations. It was found that traditional disciplines should 
be supplemented with modules on cybersecurity, artificial 
intelligence ethics, and big data analysis. These results are 
consistent with the conclusions of H. Shi et al. (2024), who 
pointed to the need to revise information systems curricula 
towards modern technological and socially responsible ar-
eas. In addition, the use of innovative platforms for digital 
learning ensures an interactive learning process and cre-
ates conditions for flexible knowledge acquisition. M. Han-
drich & M. Otterbach (2024) also showed that the use of 
digital platforms for learning can significantly improve the 
effectiveness of knowledge and management in corporate 
IT systems, which has a positive impact on the training of 
future specialists, improving their adaptation to changes in 
the professional environment.

This correlates with the research of U. Stoltenberg and 
G. Michelsen (2023), who emphasised that sustainable de-
velopment should be integrated into digital education as 
an integral part of training globally oriented specialists. In 
the context of the sustainable development of technologies 
for training future IT specialists, it is important to create 
learning environments that promote the development of 
professional competencies in line with the modern re-
quirements of the digital economy. As demonstrated by 
the study of O. Korotun et al.  (2020), models for the use 
of cloud technologies in teaching databases are effective 
in the training of IT specialists, as they provide opportu-
nities for learning in an interactive and accessible format. 
These results were consistent with the findings of P. Fidalgo 
& J. Thormann (2024), who emphasised the importance of 
integrating artificial intelligence and distance learning into 
processes of continuous professional development. They 
argue that distance learning supported by new technolo-
gies makes it possible to ensure sustainable development 
in the field of IT specialist training, as students are able to 
acquire new knowledge without temporal or spatial limita-
tions. Particular attention in the present study was paid to 
virtual internships, which demonstrated high effectiveness 
in the development of practical skills. This corresponds 
with the research of A. Tolentino & T. Palaoag (2022) and 
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Y. Wei (2024), who noted that models for predicting stu-
dent performance in virtual internships help to improve 
the quality of training of future IT professionals.

Special attention should also be given to the impor-
tance of soft skills in the preparation of IT personnel. These 
findings correspond with the conclusions of G.  Tomer & 
S. Mishra (2023), who established that career progression 
and job satisfaction among IT specialists directly depend 
on the level of development of their soft skills. The study 
also highlights the role of organisational culture in the for-
mation of the professional identity of future IT specialists. 
M. Topuzovska Latkovikj et al. (2023) also considered the 
technological preferences of IT specialists in connection 
with organisational culture and corporate values. With 
regard to the implementation of flexible project manage-
ment methodologies, this study showed that the use of in-
novative approaches in the educational process stimulates 
student initiative and increases the level of professional re-
sponsibility. This aligns with the findings of M. Neumann 
& L. Baumann (2022), who integrated professional Scrum 
training into university courses on IT project management 
and obtained positive results in the development of mana-
gerial competences.

An important component of professional competence 
formation is continuous professional development through 
participation in practice-oriented courses and training 
programmes. The present study found that students should 
have experience of participation in the activities of uni-
versity computer centres in order to better adapt to the 
professional environment. This conclusion is consistent 
with the results of B. Zulauf & N. Knipprath (2020), who 
demonstrated the effectiveness of practical training in uni-
versity IT centres as a foundation for the development of 
professional competence. Another component of the for-
mation of professional competence among future IT spe-
cialists is practical training carried out through adherence 
to IT industry standards. As noted by A. Celestial-Valdera-
ma (2023), internship experience in IT companies is an im-
portant stage in the professional development of future IT 
specialists. The conclusions of this study also correspond 
with the findings of M. Chandrakala et al. (2024), who in-
dicated that the effective use of learning and development 
data through HR analytics enables the creation of more ac-
curate and personalised IT training programmes, thereby 
increasing the effectiveness of internships.

Particular attention should also be paid to the estab-
lishment of specialised research and training centres for 
the preparation of IT specialists, as proposed by S. Gulyam-
ov et al. (2024) and X. Yuan (2024). They emphasised that 
such centres, which integrate innovative teaching methods 
and digital technologies, contribute to improving the qual-
ity of education and meet the requirements of sustainable 
development. This approach is also supported by the work 
of S. Jacobs & S. Jaschke (2023), which focuses on the use 
of large language models in the training of IT specialists. 
They noted that these models can be an important tool for 
developing new professional skills in conditions of constant 

technological change. Overall, the results of this study con-
firm the thesis that effective training of future IT specialists 
in the context of sustainable development is possible only 
through the combination of advanced digital technologies, 
practice-oriented approaches and interdisciplinary integra-
tion. Thus, the consistency of the obtained results with the 
above-mentioned studies indicates the soundness of the 
chosen strategy for the formation of professional compe-
tence among future IT specialists.

CONCLUSIONS
The study confirmed that the introduction of modern dig-
ital technologies has a positive impact on the professional 
competence of future IT specialists. Active use of platforms 
such as GitHub, Moodle, Cisco Networking Academy, and 
cloud tools contributes to the development of practical 
skills, critical thinking, and teamwork abilities. A signifi-
cant proportion of students (76%) recognised these tech-
nologies as effective for professional growth. More than 
65% of respondents participated in projects related to the 
principles of sustainable development, which indicates the 
integration of ethical and environmental components into 
technical training. Students also noted that online courses 
on the Coursera and edX platforms provide additional op-
portunities for in-depth study of the material and obtaining 
international certificates, which increases their competi-
tiveness in the labour market.

A comparative analysis of digital tools shows that 
56.4% of students had experience working with the latest 
tools. This indicates the gradual introduction of value-ori-
ented approaches to the professional training of IT spe-
cialists, in particular an emphasis on social responsibility, 
ethical use of digital resources, energy efficiency, inclusive-
ness and cybersecurity. Such integration of sustainable de-
velopment principles into the educational process contrib-
utes to the formation of a holistic professional worldview 
of students who are able to respond to the challenges of 
modern society. Regarding the use of practical tasks with 
real cases, more than 63% of respondents indicated that 
such tasks are used constantly (25.6%) or often (37.5%). 
This is evidence of the widespread implementation of pro-
ject-based learning as a means of acquiring competencies 
closely related to the conditions of real production prac-
tice. Interviews with lecturers confirmed the trend towards 
the active implementation of digital technologies in the 
learning process. GitHub and Docker were the most popu-
lar, mentioned 22 times, accounting for 28.2% of the total 
number of responses.

Moodle and Microsoft Teams were used by 20 and 18 
lecturers, respectively (25.6% and 23.1%), while other tools, 
such as Cisco Packet Tracer (11 mentions, 14.1%) and AWS 
(14 mentions, 17.9%), were less common. Regarding the ef-
fectiveness of simulation environments, 70.5% of lecturers 
indicated high effectiveness in developing practical skills, 
particularly in networking and security, although 14.1% 
noted limitations due to unstable access to resources and 
insufficient technical training of students. The process of 
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online certification, particularly through Cisco, Coursera, 
AWS, and Google, was actively used, with most mentions 
relating to Coursera (25.6%) and Cisco (23.1%). 79.5% of 
respondents recognised the advantages of digital tools, 
such as flexibility and access to global content, although 
61.5% noted problems with internet connectivity and dig-
ital inequality. The study was limited by the small number 
of participants, which may not fully reflect the experience 
of all higher education institutions, as well as the pre-
dominantly self-reported nature of the responses, which 
may contain subjective assessments. Prospects for further 
research include expanding the sample of participants,  

including students of different educational levels and spe-
cialisations, and conducting a comparative analysis be-
tween different countries.

ACKNOWLEDGEMENTS
None.

FUNDING
None.

CONFLICT OF INTEREST
None.

REFERENCES
[1]	 American Sociological Association. (1997). Code of Ethics. Retrieved from https://www.asanet.org/about/ethics/.
[2]	 Bachelor’s Program in Computer Science. (n.d.). Retrieved from https://osvita.kpi.ua/122_ONPM_KN. 
[3]	 Bachelor’s Program in Software Engineering. (2020). Retrieved from https://lpnu.ua/sites/default/files/2021/

program/13893/opp-121-bakalavr-2020.pdf. 
[4]	 Celestial-Valderama, A.M. (2023). The course learning experience as a forerunner in IT internship: Assessment from 

the student and the host training establishment. International Conference on Computers in Education, 31, 428-436. 
doi: 10.58459/icce.2023.1420.

[5]	 Chandrakala, M., Anand, J.E., Naveen, P.Y., & Kamal, C.R. (2024). An examination of the effects of sifting HR 
data analytics on the IT sector’s training and development strategy: A case study in Bangalore. In R. Khoury (Ed.), 
Anticipating future business trends: Navigating artificial intelligence innovations (pp. 319-325). Cham: Springer. 
doi: 10.1007/978-3-031-63402-4_25.

[6]	 Fidalgo, P., & Thormann, J. (2024). The future of lifelong learning: The role of artificial intelligence and distance 
education. In F.G. Paloma (Ed.), Lifelong learning – education for the future world (pp. 11-27). London: IntechOpen. 
doi: 10.5772/intechopen.114120.

[7]	 Fraile, F., Psarommatis, F., Alarcón, F., & Joan, J. (2023). A methodological framework for designing personalised 
training programs to support personnel upskilling in Industry 5.0. Computers, 12(11), article number  224. 
doi: 10.3390/computers12110224.

[8]	 Gulyamov, S.S., Ruziev, R., & Suyunova, D. (2024). Establishing specialized research and education centers as an 
imperative for training next-generation IT specialists. In Proceedings of the 2024 4th international conference on technology 
enhanced learning in higher education (pp. 354-356). Lipetsk: IEEE. doi: 10.1109/TELE62556.2024.10605620.

[9]	 Handrich, M., & Otterbach, M. (2024). Digital employee training with digital adoption platforms boost learning 
and knowledge management of corporate IT systems. International Journal of Knowledge Management, 20(1), 1-19. 
doi: 10.4018/IJKM.358005.

[10]	Hyrynsalmi, S.M. (2024). Rebooting the system and building new futures: Supporting women’s comeback in IT. In 
Proceedings of the 5th ACM/IEEE workshop on gender equality, diversity, and inclusion in software engineering (pp. 1-8). 
New York: Association for Computing Machinery. doi: 10.1145/3643785.3648485.

[11]	 Jacobs, S., & Jaschke, S. (2023). Large language models in the vocational training of IT specialists. Lecture Notes in 
Informatics, 22, 187-196. doi: 10.18420/infos2023-017.

[12]	Karupu, O., Oleshko, T., & Pakhnenko, V. (2021). Modeling future aviation and IT specialists’ professional skills 
development on mathematical practical training with application of information technologies. In Proceedings of 
the 3rd international conference on advanced trends in information theory (pp. 215-220). Kyiv: IEEE. doi:  10.1109/
Atit54053.2021.9678904.

[13]	Kopishynska, O., Utkin, Y., Sliusar, I., Slyusar, V., Protas, N., & Barabolia, O. (2020). Professional-oriented training of 
specialists under implementation of cloud computing information systems in cooperation between universities and 
IT companies. In Proceedings of the 14th international multi-conference on society, cybernetics and informatics (pp. 17-
22). USA: International Institute of Informatics and Systemics.

[14]	Korotun, O.V., Vakaliuk, T.A., & Soloviev, V.N. (2020). Model of using cloud-based environment in training databases 
of future IT specialists. CEUR Workshop Proceedings, 7, 281-292. doi: 10.55056/cte.360.

[15]	Kovaliuk, T., Kobets, N., Pasichnyk, V., & Kunanets, N. (2020). Ontological approach to the development and 
accreditation of the educational programs for the training of IT specialists of Ukraine. In Proceedings of the 15th 
IEEE international scientific and technical conference on computer sciences and information technologies (pp. 281-286). 
Zbarazh: IEEE. doi: 10.1109/CSIT49958.2020.9321967.

https://www.asanet.org/about/ethics/
https://osvita.kpi.ua/122_ONPM_KN
https://lpnu.ua/sites/default/files/2021/program/13893/opp-121-bakalavr-2020.pdf
https://lpnu.ua/sites/default/files/2021/program/13893/opp-121-bakalavr-2020.pdf
https://doi.org/10.58459/icce.2023.1420
https://doi.org/10.1007/978-3-031-63402-4_25
https://doi.org/10.5772/intechopen.114120
https://doi.org/10.3390/computers12110224
https://doi.org/10.1109/TELE62556.2024.10605620
https://doi.org/10.4018/IJKM.358005
https://doi.org/10.1145/3643785.3648485
https://doi.org/10.18420/infos2023-017
https://doi.org/10.1109/Atit54053.2021.9678904
https://doi.org/10.1109/Atit54053.2021.9678904
https://dspace.pdau.edu.ua/items/421cb3b4-ecd7-4e13-98b1-f2c49bc1cb6f
https://dspace.pdau.edu.ua/items/421cb3b4-ecd7-4e13-98b1-f2c49bc1cb6f
https://dspace.pdau.edu.ua/items/421cb3b4-ecd7-4e13-98b1-f2c49bc1cb6f
https://doi.org/10.55056/cte.360
https://doi.org/10.1109/CSIT49958.2020.9321967


31

Scientific Bulletin of Mukachevo State University. Series “Pedagogy and Psychology”, Vol.  12, No. 1

Kotenko

[16]	Kubola, K., Jantarakongkul, B., Boonmee, P., & Jitngernmadan, P. (2022). Hands-on PLC training approach for IT 
students using virtual reality. In D.T. Matt, R. Vidoni, E. Rauch & P. Dallasega (Eds.), Managing and implementing the 
digital transformation (pp. 319-329). Cham: Springer. doi: 10.1007/978-3-031-14317-5_27.

[17]	Markova, O.M., & Marienko, M.V. (2021). The use of cloud-based workshops in the training of future IT professionals. 
Educational Discourse: A Collection of Scientific Papers, 36(8-9), 42-49. doi: 10.33930/ed.2019.5007.36(8-9)-4.

[18]	Mawardi, M., Silitubun, E., Edi, W., & Butarbutar, I. (2024). Integrating digital literacy into curriculum for enhancing 
student engagement in higher education. Retrieved from https://ejournal.mellbaou.com/index.php/join/article/view/135.

[19]	Meng, Y., Xu, W., Liu, Z., & Yu, Z.-G. (2024). Scientometric analyses of digital inequity in education: Problems 
and solutions. Humanities and Social Sciences Communications, 11, article number 1052. doi: 10.1057/s41599-024-
03480-w.

[20]	Neumann, M., & Baumann, L. (2022). Bringing agility to the classroom: Integrating professional Scrum trainings 
to an undergraduate IT project management course. In Proceedings of the frontiers in education conference (pp. 1-9). 
Uppsala: IEEE. doi: 10.1109/FIE56618.2022.9962752.

[21]	Pavlenko, L.V., & Pavlenko, M.P. (2024). Augmented reality tools as a component of the modern educational 
environment. In Proceedings of the 6th international workshop on augmented reality in education (pp. 23-34). Kryvyi 
Rih: SEUR. 

[22]	Popelo, O., Kholiavko, N., Safonov, Y., Shaposhnykov, K., Babukh, I., & Yamniuk, B. (2024). Global trends of 
universities digitalization under the sustainable development concept. Management Theory and Studies for Rural 
Business and Infrastructure Development, 46(4), 473-481. doi: 10.15544/mts.2024.44.

[23]	Ramírez-Montoya, M.S., Andrade-Vargas, L., Rivera-Rogel, D., & Portuguez-Castro, M. (2021). Trends for the future 
of education programs for professional development. Sustainability, 13(13), article number 7244. doi:  10.3390/
su13137244.

[24]	Rodríguez-Cano, S., Cuesta-Gómez, J.L., Delgado-Benito, V., & Fuente-Anuncibay, R. (2022). Educational technology 
as a support tool for students with specific learning difficulties – future education professionals’ perspective. 
Sustainability, 14(10), article number 6177. doi: 10.3390/su14106177.

[25]	Sharov, S., Kolmakova, V., Sharova, T., & Pavlenko, A. (2021). Analysis of MOOC on programming for IT specialist 
training. TEM Journal, 10(4), 1884-1894. doi: 10.18421/TEM104-52.

[26]	Shi, H., Hwang, D., Chong, D., & Yan, G. (2024). Exploring Information Systems (IS) curricula: A semantic analysis 
approach. Information Discovery and Delivery, 52(3), 354-364. doi: 10.1108/IDD-06-2023-0060.

[27]	Stoltenberg, U., & Michelsen, G. (2023). Theoretical reflections on education for sustainable development and digital 
technologies. In L. Keller, G. Michelsen, M. Dür, S. Bachiri & M. Zint (Eds.), Digitalization, new media, and education 
for sustainable development (pp. 1-13). London: IGI Global. doi: 10.4018/978-1-7998-5033-5.ch001.

[28]	Tolentino, A.C., & Palaoag, T.D. (2022). Predicting the on-the-job training performance of IT students on virtual 
internship using Naive Bayes. In Proceedings of the 6th international conference on information technology (pp. 289-
292). Nonthaburi: IEEE. doi: 10.1109/InCIT56086.2022.10067296.

[29]	Tomer, G., & Mishra, S.K. (2023). Work and career-related features of technology: A grounded theory study of software 
professionals. Information and Software Technology, 164, article number 107301. doi: 10.1016/j.infsof.2023.107301.

[30]	Topuzovska Latkovikj, M., Josifovski, B., & Borota Popovska, M. (2023). Technological preferences of IT professionals 
and organizational culture. In Proceedings of the socio-technical perspective in information systems development (pp. 
59-65). Portsmouth: CEUR.

[31]	Tryus, Y., & Herasymenko, I.V. (2021). Approaches, models, methods and means of training of future IT-specialists 
with the use of elements of dual education. Journal of Physics Conference Series, 1840, article number 012034. 
doi: 10.1088/1742-6596/1840/1/012034. 

[32]	Váraljai, M., Nagy, E., Nagy, B., Balogh, Z., & Molnár, G. (2024). Mindset-shaping solutions with innovative IT and PM 
technologies in higher education. In Proceedings of the 18th IEEE international symposium on applied computational 
intelligence and informatics (pp. 405-409). Timisoara: IEEE. doi: 10.1109/SACI60582.2024.10619845.

[33]	Wei, Y. (2024). Digital literacy in education: From local to global. In Proceedings of the 2022 8th international conference 
on humanities and social science research (pp. 1-8). Paris: Atlantis Press. doi: 10.2991/assehr.k.220504.495.

[34]	Yuan, X., Rehman, S., Altalbe, A., Rehman, E., & Ali Shahiman, M. (2024). Digital literacy as a catalyst for academic 
confidence: Exploring the interplay between academic self-efficacy and academic procrastination among medical 
students. BMC Medical Education, 24, article number 1317. doi: 10.1186/s12909-024-06329-7.

[35]	Yunchyk, V., Fedonuyk, A., Khomyak, M., & Yatsyuk, S. (2021). Cognitive modeling of the learning process of 
training IT specialists. In Proceedings of the 3rd international workshop on modern machine learning technologies and 
data science. Lutsk: Lesya Ukrainka Volyn National University.

[36]	Zulauf, B., & Knipprath, N. (2020). Training of IT specialists in university computer centre. In 13th annual international 
conference of education (pp. 6166-6170). Online Conference. doi: 10.21125/iceri.2020.1328.

https://doi.org/10.1007/978-3-031-14317-5_27
https://doi.org/10.33930/ed.2019.5007.36(8-9)-4
https://ejournal.mellbaou.com/index.php/join/article/view/135
https://doi.org/10.1057/s41599-024-03480-w
https://doi.org/10.1057/s41599-024-03480-w
https://doi.org/10.1109/FIE56618.2022.9962752
http://ceur-ws.org/Vol-3844/paper06.pdf
http://ceur-ws.org/Vol-3844/paper06.pdf
https://doi.org/10.15544/mts.2024.44
https://doi.org/10.3390/su13137244
https://doi.org/10.3390/su13137244
https://doi.org/10.3390/su14106177
https://doi.org/10.18421/TEM104-52
https://doi.org/10.1108/IDD-06-2023-0060
https://doi.org/10.4018/978-1-7998-5033-5.ch001
https://doi.org/10.1109/InCIT56086.2022.10067296
https://doi.org/10.1016/j.infsof.2023.107301
https://ceur-ws.org/Vol-3598/paper5.pdf
https://ceur-ws.org/Vol-3598/paper5.pdf
https://doi.org/10.1088/1742-6596/1840/1/012034
https://doi.org/10.1109/SACI60582.2024.10619845
https://doi.org/10.2991/assehr.k.220504.495
https://doi.org/10.1186/s12909-024-06329-7
https://ceur-ws.org/Vol-2917/paper13.pdf
https://ceur-ws.org/Vol-2917/paper13.pdf
https://doi.org/10.21125/iceri.2020.1328


32

Scientific Bulletin of Mukachevo State University. Series “Pedagogy and Psychology”, Vol.  12, No. 1

Pedagogy

Наталія Котенко
Кандидат педагогічних наук, доцент
Державний торговельно-економічний університет
02156, вул. Кіото, 19, м. Київ, Україна
https://orcid.org/0000-0002-2675-6514

Технології навчання та формування професійної компетентності  
майбутніх ІТ-фахівців у контексті сталого розвитку

Анотація. Метою дослідження було вивчення інструментів і технологій, що використовуються у освітніх програмах 
провідних технічних університетів України для підготовки майбутніх ІТ-фахівців. Методологія дослідження 
включала анкетування 312 здобувачів освіти та 28 викладачів, аналіз цифрових платформ і технологій, а також 
порівняльний аналіз ефективності використаних інструментів для формування професійної компетентності 
майбутніх ІТ-фахівців у контексті сталого розвитку. У дослідженні було вивчено вплив сучасних цифрових 
технологій на формування професійної компетентності майбутніх ІТ-фахівців. Активне використання таких 
платформ, як GitHub, Moodle, Cisco Networking Academy та хмарні інструменти, підтвердило позитивний 
вплив на розвиток практичних навичок і критичного мислення. У дослідження було визначено, що 89 
студентів визнали ці технології ефективними для професійного зростання. Більше 176 респондентів брали 
участь у проєктах, що включають принципи сталого розвитку, що свідчить про інтеграцію екологічних 
і етичних аспектів у навчальний процес. Також 167 студентів відзначили ефективність онлайн-курсів на 
платформі Coursera та edX для поглибленого вивчення матеріалу, що підвищує їх конкурентоспроможність. 
Аналіз результатів показав, що сервіси на кшталт GitHub, Docker, AWS Educate та Cisco Networking Academy 
відіграють ключову роль у формуванні практичних, проєктно орієнтованих навичок. Натомість інструменти 
організації навчального процесу – такі як Moodle та Microsoft Teams – мають інше функціональне призначення 
й використовуються передусім для комунікації, управління навчальними матеріалами та підтримки освітнього 
середовища, а не для розвитку прикладних технічних компетентностей. Практичне значення роботи полягає 
у тому, що її можуть використовувати викладачі, освітні установи та розробники навчальних програм для 
вдосконалення процесу підготовки ІТ-фахівців, інтегруючи сучасні цифрові інструменти та технології у 
навчальний процес з урахуванням принципів сталого розвитку

Ключові слова: освітній процес; підготовка фахівців; інноваційні технології; процес програмування; практичні 
навички
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